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Avoid Falling Victim to Fraud Schemes

Conduct transactions on your
account from any one of over 5000
locations. To find locations near you,
look for the above logo at
www.prestigecu.org

Join us on Facebook
•Read useful articles
•Receive special offers
•Invitations to special events
•Credit Union News
•Give us feedback
You can link to it from our home
page or search Prestige Community
Credit Union from your Facebook
page. Become a fan by clicking
Like on our Page.

Save The Date
Apr 23rd - Annual Meeting of
Membership.

Upcoming Holiday Schedule
We will close on the following:
Jan 20th - MLK Day
Feb 17th - President’s Day

Technology has created a wide variety of options for cardholders to
access accounts and make purchases. However, it also has opened
sophisticated avenues leading to an increase in fraud. Prestige
wants to remind you of the basics: continue to be skeptical about
calls, texts, and emails; and always check with the Member Services
if you are suspicious. Here are some of the fraud methods to be on
the look out for.
Brute Force schemes are attempts to crack a password or username,
find a hidden web page, or find the key used to encrypt a message
using a trial-and-error approach to guess correctly. This is an old
attack method, but it’s still effective and popular with hackers as
they work to steal information.
Skimming is perpetrated by using electronic devices to surreptitiously
scan and store credit and debit card numbers and PINs. ATMs and
some unattended terminals, such as gas stations, are targets for
this practice. This information can then be sold to fraudsters or used
to commit theft directly. Fraudsters can use the numbers to make
online purchases or to create fake cards for in-store transactions.
Phishing is the fraudulent practice of sending emails purporting to be
from reputable companies in order to induce individuals to reveal
personal information, such as passwords and credit card numbers.
SMiShing (SMS phishing) is the act of attempting to acquire personal
information such as passwords and details by masquerading as
a trustworthy entity through SMS text messages on cell phones.
SMiShing messages may come from telephone numbers that are in a
strange or unexpected format with links directing to fake websites.
A typical SMiShing occurrence can begin with a cardholder
receiving a text message inquiring about a suspicious transaction
on an account. In reality, the fraudster is looking to obtain other
information from cardholders such as debit/credit card numbers,
CV2 codes, expiration dates, PINs and other web login credentials.
Vishing is the telephone equivalent of phishing. It is described as the
act of using the telephone to scam the user into surrendering private
information that will be used for fraudulent purchases or identity

If you’re happy with the service you receive
at Prestige Community Credit Union,

Tell a Friend, and receive up
to $200* for each of you!

Member Referral Rewards
Program Rules
To qualify for the referral reward, all parties must be at
least 18 years of age. Member must be in good
standing with Prestige Community Credit Union. Credit
Union employees, officials and members of their
immediate families are not eligible to receive referral
rewards. The referred person must meet credit union
membership & loan eligibility requirements.
To receive the rewards, the referred person must open
either a new Rewards or Payback checking account
with direct deposit within 60 days, $100 will be paid
when a minimum direct deposit of $400 per month is
completed. For $100 loan reward a new Prestige loan
must be opened within 60 days of beginning
membership. Minimum loan amount to qualify for
reward is $10,000.00.
The referral reward will be deposited into the member’s
Prestige Community Credit Union Savings Account.
Referral Reward may be subject to income tax reporting. Offer expires at the discretion of the board of
directors.
Not valid in conjunction with any other offer. Conversion
accounts do not qualify for rewards.

Branch Address
15203 Knoll Trail
Suite 101
Dallas, TX 75248
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